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DATA PROTECTION PRIVACY 
NOTICE – RECRUITMENT
This notice explains what 
personal data (information) we 
will hold about you, how we 
collect it, and how we will use 
and may share information 
about you during the application 
and recruitment process. We 
are required to notify you of this 
information under data 
protection legislation. 

Please ensure that you read 
this notice (sometimes referred 
to as a ‘privacy notice’) and any 
other similar notice we may 
provide to you from time to 
time when we collect or 
process personal information 
about you.

WHO COLLECTS THE 
INFORMATION
BDB is a ‘data controller’ and 
gathers and uses certain 
information about you.

DATA PROTECTION PRINCIPLES
We will comply with the data 
protection principles when 
gathering and using personal 
information, as set out in our 
Data Protection Policy.

WHAT INFORMATION WE 
COLLECT AND HOLD
We may collect the following 
information up to and including 
the shortlisting stage of the 
recruitment process:
• your name, age and contact 

details (ie address, home 
and mobile phone numbers, 
email address);

• details of your qualifications, 
experience, employment 
history (including job titles, 
salary and working hours) 
and interests;

• details of your referees; and
• for equal opportunity 

monitoring purposes only, 
details of your gender, race 
or ethnic origin, sexual 
orientation, religious or 
other beliefs, disability, 
educational history and any 
caring responsibilities. 

We may collect the following 
information after the shortlisting 
stage, and before making a final 
decision to recruit:
• information about your 

previous academic and/or 
employment history, 
including details of any 
conduct, grievance or 

performance issues, 
appraisals, time and 
attendance, from references 
obtained about you from 
previous employers and/or 
education providers ;

• information regarding your 
academic and professional 
qualifications ;

• information regarding your 
criminal record ; and

• information about your 
nationality and immigration 
status and information from 
related documents, such as 
your passport or other 
identification and 
immigration information .

You are required (by law and /
or in order to enter into your 
contract of employment) to 
provide the categories of 
information marked ‘’ above 
to us to enable us to verify your 
right to work and suitability for 
the position.

HOW WE COLLECT THE 
INFORMATION
We may collect this information 
from you, your referees (details 
of whom you will have 
provided), your education 
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This publication is not meant as a substitute for advice on particular issues and 
action should not be taken on the basis of the information in this document alone. 

This firm is not authorised by the Financial Conduct Authority (the FCA). However, we are 
included on the register maintained by the FCA (www.register.fca.org.uk) so that we can 
offer a limited range of investment services (including insurance mediation activities) 
because we are authorised and regulated by the Solicitors Regulation Authority (the 
SRA). We can provide these services if they are an incidental part of the professional 
services we have been engaged to provide. Mechanisms for complaints and redress if 
something goes wrong are provided through the SRA and the Legal Ombudsman.

Bircham Dyson Bell LLP processes your personal data in connection with the 
operation and marketing of a legal practice and will occasionally send you 
information relating to the firm. If you would prefer not to receive this information or 
would like us to amend your contact details and/or mailing preferences, please notify 
us by email: databasecoordinator@bdb-law.co.uk.

Bircham Dyson Bell LLP is a member of Lexwork International and Eureséau, two 
associations of independent law firms. www.lexwork.net | www.eureseau.com.
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provider, the relevant 
professional body, the 
Disclosure and Barring Service 
(DBS) and the Home Office.

WHY WE COLLECT THE 
INFORMATION AND HOW WE 
USE IT
We will typically collect and use 
this information for the 
following purposes (other 
purposes that may also apply 
are explained in our Data 
Protection Policy):
• to take steps to enter into a 

contract;
• for compliance with a legal 

obligation (eg our obligation 
to check that you are eligible 
to work in the United 
Kingdom);

• for the performance of a 
task carried out in the public 
interest; and

• for the purposes of our 
legitimate interests, but only 
if these are not overridden 
by your interests, rights or 
freedoms.

We seek to ensure that our 
information collection and 
processing is always 
proportionate. We will notify 
you of any changes to 
information we collect or to the 
purposes for which we collect 
and process it.

During the recruitment 
process: the HR department 
will ensure that (except where 
the law permits otherwise and 
/ or for equal opportunity 
monitoring purposes):
• during the short-listing, 

interview and decision-
making stages, no questions 
are asked relating to 
sensitive personal 
information, eg race or 
ethnic origin or health;

• if sensitive personal 
information is received, eg 
the applicant provides it 
without being asked for it 
within their CV or during the 
interview, no record is kept 
of it and any reference to it 
is immediately deleted or 
redacted;

• any completed equal 
opportunities monitoring 
form is kept separate from 
the individual’s application 
form, and not seen by the 
person shortlisting, 
interviewing or making the 
recruitment decision;

• ‘right to work’ checks are 
carried out before an offer of 
employment is made 
unconditional, and not 
during the earlier short-
listing, interview or decision-
making stages; and

• we will only ask health 
questions once an offer of 
employment has been made.

HOW WE MAY SHARE THE 
INFORMATION
We may also need to share 
some of the above categories 
of personal information with 
other parties, such as HR 
consultants and professional 
advisers. Usually, information 
will be anonymised but this 
may not always be possible. 
The recipient of the information 
will be bound by confidentiality 
obligations. We may also be 
required to share some 
personal information with our 
regulators or as required to 
comply with the law.

HOW TO COMPLAIN
We hope that our Data 
Protection Officer – 
dataprotectionofficer@bdb-law.
co.uk – can resolve any query 

or concern you raise about our 
use of your information. If not, 
contact the Information 
Commissioner at ico.org.uk/
concerns/ or telephone: 0303 
123 1113 for further 
information about your rights 
and how to make a formal 
complaint.

SENSITIVE PERSONAL 
INFORMATION AND CRIMINAL 
RECORDS INFORMATION
Further details on how we 
handle sensitive personal 
information and information 
relating to criminal convictions 
and offences are set out in our 
Disclosure and Barring Service 
Checks Policy and Data 
Protection Policy available from 
the HR department.
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